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Change is Ubiquitous but Threatening

Software must
adapt quickly
and be reliable.
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Wall of Confusion

Development, 
operations, and 
others were 
separated.
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DevOps: Cross-functional Teams

DevOps unites the 
responsibilities in 
cross-functional 
teams.
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Decentralized Organizations

Many teams, each 
independently
working on their 
applications.
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Automation is Key

Infrastructure as Code (IaC) 
automates software operations.
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DALL·E 2022-09-29 15.06.41 - In a neon room, 
multiple persons work quickly with devices and do 
mistakes in a hurry
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Outages are Real
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https://www.washingtonpost.com/business/2021/12/22/amazon-web-services-experiences-another-big-outage/ accessed on 2022-10-31

https://fortune.com/2021/10/04/facebook-outage-cost-revenue-instagram-whatsapp-not-working-stock/ accessed on 2022-10-31
https://www.theguardian.com/technology/2021/dec/07/amazon-web-services-outage-hits-sites-and-apps-such-as-imdb-and-tinder accessed on 2022-10-31

https://www.reuters.com/technology/google-amazon-several-other-websites-down-2021-11-16/ accessed on 2022-10-31

https://www.vox.com/recode/2021/6/8/22524024/fastly-web-outage-news-websites (modified) accessed on 2023-10-08

https://www.washingtonpost.com/business/2021/12/22/amazon-web-services-experiences-another-big-outage/
https://fortune.com/2021/10/04/facebook-outage-cost-revenue-instagram-whatsapp-not-working-stock/
https://www.theguardian.com/technology/2021/dec/07/amazon-web-services-outage-hits-sites-and-apps-such-as-imdb-and-tinder
https://www.reuters.com/technology/google-amazon-several-other-websites-down-2021-11-16/
https://www.vox.com/recode/2021/6/8/22524024/fastly-web-outage-news-websites


Configuration Causes Outages
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Causes of publicly reported outages from 
various sources (n=119), 2020, Uptime 
Institute. Annual Outage Analysis 2021
https://uptimeinstitute.com/annual-outage-analysis-2021

IT software/ 
configuration

41%

Network IT
21%

Capacity/ 
demand

12%

2016: Analyzes ~600 outages in 2009-2015,
configuration bugs are a common cause



Security Issues are Real
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https://www.helpnetsecurity.com/2018/10/05/cloud-misconfiguration/ (modified) accessed on 2023-10-08

https://www.techtarget.com/searchsecurity/news/252516763/Google-cloud-misconfiguration-poses-risk-to-customers (modified) accessed on 2023-10-08

https://threatpost.com/experts-warn-too-often-aws-s3-buckets-are-misconfigured-leak-data/126826/ 
(modified) accessed on 2023-10-08

https://www.cpomagazine.com/cyber-security/another-toyota-cloud-misconfiguration-data-leak-exposed-over-260000-car-owners/ (modified) accessed on 2023

https://www.cpomagazine.com/cyber-security/data-leak-by-microsoft-ai-researchers-exposes-
38tb-of-private-internal-data/ (modified) accessed on 2023-10-08

https://www.helpnetsecurity.com/2018/10/05/cloud-misconfiguration/
https://www.techtarget.com/searchsecurity/news/252516763/Google-cloud-misconfiguration-poses-risk-to-customers
https://threatpost.com/experts-warn-too-often-aws-s3-buckets-are-misconfigured-leak-data/126826/
https://www.cpomagazine.com/cyber-security/another-toyota-cloud-misconfiguration-data-leak-exposed-over-260000-car-owners/
https://www.cpomagazine.com/cyber-security/data-leak-by-microsoft-ai-researchers-exposes-38tb-of-private-internal-data/
https://www.cpomagazine.com/cyber-security/data-leak-by-microsoft-ai-researchers-exposes-38tb-of-private-internal-data/


Configuration Is Hard à Reliable IaC Programs

correct + secure
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Motivation Summary

For software that is
quickly adaptable and reliable,

DevOps embraces decentralized 
organizations and automation.

IaC automates deployments 
and must be reliable.

13.12.2023Daniel Sokolowski11



Reliable Infrastructure as Code
for Decentralized Organizations
Programming Languages IaC (PL-IaC)

Decentralized Coordination

• Dependencies in DevOps Survey

• Decentralized Deployment Coordination with

• Safe Dynamic Software Updating

Automated Testing of IaC Programs

• Current State and the Testing Dilemma

• Automated Configuration Testing and

13.12.2023Daniel Sokolowski12

DALL·E 2023-12-10 14.14.51 - A hiker is standing mid-way on a trail in 
the center of a vast valley. The hiker, wearing a purple jacket and 
carrying a backpack, is looking down the winding path of the valley. The 
scene is vibrant with lush green grass and patches of red foliage on 
either side of the trail. The valley is flanked by majestic mountains, and 
the sky is clear with a few fluffy clouds. The lighting is warm and golden, 
indicating either sunrise or sunset. The mood is peaceful and inspiring.



Programming Languages 
Infrastructure as Code (PL-IaC)



1 const words = ["software", "is", "great"]
2
3 const bucket = new s3.Bucket("website", { /* … */ });
4
5 const rng = new random.RandomInteger ("word-id", {
6   min: 0, max: words.length
7 });
8
9 rng.result.apply((id) => {
10   new s3.BucketObject("index", {
11   bucket: bucket, /* … */
12     content: /* … */ + words[id].toLowerCase()
13   });
14 });
15 
16 export const url = bucket.websiteEndpoint;

Example: Random Word Website

13.12.2023Daniel Sokolowski14



pulumi up -y --skip-preview

     Type                               Name                            Status                       Info
    pulumi:pulumi:Stack                random-word-webpage-demo        
    ├─ aws:s3:Bucket                   website                         
    ├─ random:index:RandomInteger      word-id                         
   └─ aws:s3:BucketObject             index                           

    

    

7s

🥳



Decentralized Organizations:
Really Independent Operations?

13.12.2023

TeaStore services and 
dependencies.

VPC

Cluster

Persistence

Registry

DBLoad Balancer

WebUI
Recommender

Service Shared Resource Dedicated Resource

Image

Auth
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Decentralized Organizations:
Really Independent Operations?
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Cluster
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Dependencies in DevOps Survey



Decentralized Organizations:
Really Independent Operations?

13.12.2023

🤔
Do design-time 
dependencies exist?

Do they carry on to the 
(un)deployment time?

How are deployments 
coordinated?

Is operations
decoupling indeed

an issue?

19 Daniel Sokolowski



Dependencies in DevOps Survey 2021

134 IT professionals from 
various background.

13.12.2023
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Dependencies in DevOps Survey 2021

Most applications 
depend on other 
applications.

13.12.2023

a) Number of Dependencies

0 1 2 – 5 6 – 10 > 10

11% 7% 44% 17% 20%

21 Daniel Sokolowski



Dependencies in DevOps Survey 2021

Dependencies 
constrain the order of 
(un)deployments.

13.12.2023

b) Dependencies Constrain the Order of …

Definitely Not Possibly Definitely

Deployment: 13% 24% 25% 16% 22%

Definitely Not Possibly Def.

Undeployment: 31% 34% 19% 9%

22 Daniel Sokolowski



Dependencies in DevOps Survey 2021

Most organizations 
rely on manual 
coordination.

13.12.2023

c) Manual Coordination Automated Coordination

32% 44% 24%

used to coordinate (un)deployment operations

expected SDO perf. compared to no coordination

79% 13%

worse better

36% 13% 51%

worse similar better23 Daniel Sokolowski



Dependencies in DevOps Survey 2021

Automation
promises better
SDO performance.

13.12.2023

higher similar lower much low.

Change Failure Rate: 10% 37% 25% 28%

longer similar shorter much short.

Time to Restore Service: 11% 28% 28% 32%

similar shorter much shorter

Lead Time for Changes: 21% 29% 46%

similar higher much higher

Deployment Frequency: 16%13% 28% 43%

d) Automated vs. Manual Coordination Promises

24 Daniel Sokolowski



Dependencies in DevOps Survey 2021

❗Automated solution for
deployment coordination needed❗

What is lacking today?

13.12.2023

Most applications 
depend on other 
applications.

Automation
promises better
SDO performance.

Most organizations 
rely on manual 
coordination.

Dependencies 
constrain the order of 
(un)deployments.

25 Daniel Sokolowski



Deployment Coordination Today

13.12.2023

Decentralized 
Automation

Manual Coordination

Slow, unreliable, synchronization, …

Centralization

Limited independence, …

26 Daniel Sokolowski





Call to Action

❗We must improve the
decentralized automation of 

operations ❗

13.12.202328

📣
Daniel Sokolowski



Example: Simple Website

Resource Graph

13.12.2023

Deployment

29 Daniel Sokolowski



Use Cases for Deployment Coordination

1. Asynchronous 
Deployment

2. Safe 
Undeployment

3. Reactive Updates

13.12.2023

Always 

deployed 

first

Always undeployed first

Updates 
forwarded

30 Daniel Sokolowski



The Missing Ingredients

13.12.2023Daniel Sokolowski31

Strong Interfaces

Decoupled Operations

Always 

deployed 

first

Always undeployed first

Updates 
forwarded

👨🍳



Deployment Coordination with



Decentralized Deployment 
Coordination with µs

µs extends TypeScript with:

1. Strong interfaces. Deployments define 
explicit Offers and Wishes.

2. Decoupled operations. µs deployments 
are long-running processes.

13.12.2023

https://mjuz.rocks

33 Daniel Sokolowski



Decentralized Deployment Coordination with

13.12.2023

const editor = new RemoteConnection("editor");
const bucket = new s3.Bucket("website", {
 /* ... */
});
new Offer(editor, "bucket", bucket);

const provider = new RemoteConnection("provider");
const wish = new Wish<aws.s3.Bucket>(provider, "bucket");
new s3.BucketObject("index", {
    bucket: wish.offer, /* ... */
});

34 Daniel Sokolowski



Decentralized Deployment Coordination with

runtime enables and ensures:

1. Asynchronous Deployment 2. Safe Undeployment 3. Reactive Updates

13.12.202335 Daniel Sokolowski



Evaluation: Effectiveness

Re-implemented TeaStore Deployment.

Size of TeaStore deployments (SLOC).

Negligible coding overhead.

µs is the only solution that automates the 
deployment coordination.

13.12.2023

The TeaStore

36 Daniel Sokolowski



Evaluation: Performance

Deployment time 
comparable to 
Pulumi, faster than 
CDK.

Introduces no 
significant delay.

13.12.2023

Single service deployment duration.

Sequential dependencies Parallel dependencies

Deployment dependency scaling behavior.

# Deployed
Resources

37 Daniel Sokolowski



Evaluation: Applicability

64 public Pulumi TypeScript deployments 
using StackReferences on GitHub.

Migrated to support automated coordination:
1. Defined offers for supplied resources.
2. Replaced StackReferences by wishes.

Fully automated as AST transformation.

13.12.2023

DALL·E 2022-10-23 21.41.46 - assembly line with 
many robot arms working on parts, digital art

38 Daniel Sokolowski



https://mjuz.rocks

ESEC/FSE 2021



From Deployment Safety to Transaction Safety

Dependency Availability
An application is only deployed if its 

dependencies are deployed.

àApplications can be undeployed
if no deployed application 

depends on them.

Safe DSU

Version Consistency
A transaction uses at most one 

version of an application.

à Applications can be undeployed
if no running transaction they 

participated in needs them again.

13.12.2023Daniel Sokolowski40



Safe Dynamic Software Updating
for Decentralized Organizations



Safe Dynamic Software Updating

When is it safe to update
a component in a distributed system

without breaking a distributed transaction?

13.12.2023Daniel Sokolowski42

DALL·E 2022-10-23 21.35.08 - a machine 
transforms oranges to bananas, digital art



Repeating Broken Long-running Transactions

13.12.2023Daniel Sokolowski43

Transaction Duration

Number of 
Transactions

Resources to repeat many 
long-running transactions

Resources to 
repeat few short 

transactions

Workflows



ICSE 2022



Safe DSU for Workflows Setup

The dissemination 
algorithm mediates 
between workflow 
instance and the 
components’ 
orchestrators.

It enables that 
orchestrators can:
1. identify safe update 

intervals.
2. delay workflow 

instances.

13.12.2023Daniel Sokolowski45

provides

deploys
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hooks into

execution 
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sync. acks.
(can delay)
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returnsresult
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Safe DSU for Workflows Setup

The dissemination 
algorithm mediates 
between workflow 
instance and the 
components’
IaC programs.

It enables that
IaC programs can:
1. identify safe update 

intervals.
2. delay workflow 

instances.
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provides

deploys

executes

hooks into

execution 
information
sync. acks.
(can delay)

starts

returnsresult

1
1

*
1

*

*
*
1

*
1

* *

Workflow 
Engine

Reactive
IaC Programs

Component

Dissemination 
Algorithm

Workflow 
Instance

Task



Decentralized Coordination for
Reliable IaC Programs in Decentralized Organizations

Organizations need decentralized 
deployment coordination.

enables it through
strong interfaces and 
decoupled operations.

Beyond dependency availability: 
version consistency of workflows.

13.12.2023Daniel Sokolowski47

DALL·E 2023-12-10 14.15.39 - A distant view of a hiker, a small figure in the landscape, standing on a trail in the center of 
a vast valley. The hiker, in a purple jacket and carrying a backpack, is far away down the winding path, almost blending into 
the scenery. Surrounding the trail are expanses of lush green grass with bursts of red foliage. Towering mountains rise on 
both sides of the valley, and the sky is painted with a few soft clouds. The warm, golden sunlight bathes the valley, 
highlighting the serene and majestic atmosphere of the scene.



Testing IaC Programs



1 const words = ["software", "is", "great"]
2
3 const bucket = new s3.Bucket("website", { /* … */ });
4
5 const rng = new random.RandomInteger ("word-id", {
6   min: 0, max: words.length
7 });
8
9 rng.result.apply((id) => {
10   new s3.BucketObject("index", {
11   bucket: bucket, /* … */
12     content: /* … */ + words[id].toLowerCase()
13   });
14 });
15 
16 export const url = bucket.websiteEndpoint;

Example: Random Word Website
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pulumi up -y --skip-preview

     Type                               Name                            Status                       Info
    pulumi:pulumi:Stack                random-word-webpage-demo        
    ├─ aws:s3:Bucket                   website                         
    └─ random:index:RandomInteger      word-id                         

  pulumi:pulumi:Stack (random-word-webpage-demo):
     Running program 'random-word-webpage/index.ts' failed with an unhandled exception:
    TypeError: Cannot read properties of undefined (reading 'toLowerCase')
        at random-word-webpage/index.ts:15:52
        at random-word-webpage/node_modules/@pulumi/output.ts:398:31
        at Generator.next (<anonymous>)
        at random-word-webpage/node_modules/@pulumi/pulumi/output.js:21:71
        at new Promise (<anonymous>)
        at __awaiter (random-word-webpage/node_modules/@pulumi/pulumi/output.js:17:12)
        at applyHelperAsync (random-word-webpage/node_modules/@pulumi/pulumi/output.js:239:12)
        at random-word-webpage/node_modules/@pulumi/output.ts:310:13
        at processTicksAndRejections (node:internal/process/task_queues:95:5)

    

    

7s

 Running program 'random-word-webpage/index.ts' failed with an unhandled exception:
TypeError: Cannot read properties of undefined (reading 'toLowerCase')
    at random-word-webpage/index.ts:12:52

🤬
404



1 const words = ["software", "is", "great"]
2
3 const bucket = new s3.Bucket("website", { /* … */ });
4
5 const rng = new random.RandomInteger ("word-id", {
6   min: 0, max: words.length
7 });
8
9 rng.result.apply((id) => {
10   new s3.BucketObject("index", {
11   bucket: bucket, /* … */
12     content: /* … */ + words[id].toLowerCase()
13   });
14 });
15 
16 export const url = bucket.websiteEndpoint;

Example: Random Word Website
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🐞

 Running program 'random-word-webpage/index.ts' failed with an unhandled exception:
TypeError: Cannot read properties of undefined (reading 'toLowerCase')
    at random-word-webpage/index.ts:12:52



1 const words = ["software", "is", "great"]
2
3 const bucket = new s3.Bucket("website", { /* … */ });
4
5 const rng = new random.RandomInteger ("word-id", {
6   min: 0, max: words.length - 1
7 });
8
9 rng.result.apply((id) => {
10   new s3.BucketObject("index", {
11   bucket: bucket, /* … */
12     content: /* … */ + words[id].toLowerCase()
13   });
14 });
15 
16 export const url = bucket.websiteEndpoint;

Example: Random Word Website
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🐞

 Running program 'random-word-webpage/index.ts' failed with an unhandled exception:
TypeError: Cannot read properties of undefined (reading 'toLowerCase')
    at random-word-webpage/index.ts:12:52



PL-IaC Testing Pyramid

13.12.2023Daniel Sokolowski53

Provider Plugin, 
Cloud

ApplicationIaC Program, 
IaC SDK,

Provider SDK

long & slow

Unit Tests

Resource Property Tests

End-to-end Tests
Stack Property Tests

Deployment
Engine

Tested EntitiesRun Time &
Feedback

short &
frequent

Dry Run
Unit Tests

Integration Testing



IaC Programs on GitHub (August 2022)
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Language Pulumi
TypeScript 6 081
Python 2 927
C# 1 835
Go 1 834
JavaScript 35
Java 75
YAML 157
Haskell 1
Total 12 945



IaC Programs on GitHub: Unit Testing

13.12.2023Daniel Sokolowski55

🤔
Language Pulumi with Unit Testing
TypeScript 6 081 51 (1%)
Python 2 927 27 (1%)
C# 1 835 22 (1%)
Go 1 834 15 (1%)
JavaScript 35 0 (0%)
Java 75 3 (4%)
YAML 157 0 (0%)
Haskell 1 0 (0%)
Total 12 945 118 (1%)



Mocks for PL-IaC Programs

IaC Program Resource Mock

13.12.2023Daniel Sokolowski56

CI Input Configuration
CO Output Configuration

CI

CO

CI

CO

CI

CO

For each resource:

generate realistic
CO from CI 

validate CI 

Test 
Generator

Test Oracle



1 const words = ["software", "is", "great"]
2
3 const bucket = new s3.Bucket("website", { /* … */ });
4
5 const rng = new random.RandomInteger ("word-id", {
6   min: 0, max: words.length - 1
7 });
8
9 rng.result.apply((id) => {
10   new s3.BucketObject("index", {
11   bucket: bucket, /* … */
12     content: /* … */ + words[id].toLowerCase()
13   });
14 });
15 
16 export const url = bucket.websiteEndpoint;

Unit Testing the Random Word Website

13.12.2023Daniel Sokolowski59

1 test("random-word-website", async() => {
2   pulumi.runtime.setMocks({
3     newResource: function(args: pulumi.runtime.MockResourceArgs
4       return {
5         id: "",
6         state: {},
7       };
8     },
9     call: function(args: pulumi.runtime.MockCallArgs
10      return {};
11    },
12  });
13
14  await import("./index");
15  await new Promise(setImmediate);
16});

IaC Program
Unit Test



1 const words = ["software", "is", "great"]
2
3 const bucket = new s3.Bucket("website", { /* … */ });
4
5 const rng = new random.RandomInteger ("word-id", {
6   min: 0, max: words.length - 1
7 });
8
9 rng.result.apply((id) => {
10   new s3.BucketObject("index", {
11   bucket: bucket, /* … */
12     content: /* … */ + words[id].toLowerCase()
13   });
14 });
15 
16 export const url = bucket.websiteEndpoint;

Unit Testing the Random Word Website

13.12.2023Daniel Sokolowski62

1 test("random-word-website", async() => {
2   const resourcesTrace: string[] = [];
3   let randomWordId = 0;
4   pulumi.runtime.setMocks({
5     newResource: function(args: pulumi.runtime.MockResourceArgs): {id: string, state: any} {
6       resourcesTrace.push(args.name);
7       switch (args.name) {
8         case "website":
9           expect(typeof args.inputs.website).toBe("object")
10          expect(args.inputs.website).not.toBeNull()
11          expect(args.inputs.website.indexDocument).toBe("index.html");
12          return {
13            id: "",
14            state: {
15              websiteEndpoint: "https://example.com",
16            },
17          };
18        case "word-id":
19          expect(typeof args.inputs.min).toBe("number")
20          expect(args.inputs.min).not.toBe(Number.NaN)
21          expect(typeof args.inputs.max).toBe("number")
22          expect(args.inputs.max).not.toBe(Number.NaN)
23          randomWordId = Math.round(Math.random() * (args.inputs.max - 1)) + args.inputs.min;
24          return {
25            id: "",
26            state: {
27              result: randomWordId,
28            },
29          };
30        default:
31          expect(typeof args.inputs.bucket).toBe("object");
32          expect(args.inputs.bucket).not.toBeNull();
33          expect(args.inputs.key).toBe("index.html");
34          expect(args.inputs.contentType).toBe("text/html; charset=utf-8");
35          expect(args.inputs.content).toBe("<!DOCTYPE html>" + ["software", "is", "great"][randomWordId]);
36          return {
37            id: "",
38            state: {},
39          };
40      };
41    },
42    call: function(args: pulumi.runtime.MockCallArgs):  Record<string, any> {
43      return {};
44    },
45  });
46
47  await import("./index");
48  await new Promise(setImmediate);
49  expect(resourcesTrace).toStrictEqual(["word-id", "website", "index"]);
50});

Problems
• A lot of test code, grows fast
• Replicates the program (coupled)
• Replicates provider logic Unit Test

Test 
Generator

Test Oracle

High development effort
Slows down changes



Automated Configuration Testing



Framework:
Automated Configuration Testing

IaC Program

specific generators & oracles

Core
automates mocking
and test execution

Plugins
generalized & reusable

13.12.2023Daniel Sokolowski64

1 const words = ["software", "is", "great"]
2
3 const bucket = new s3.Bucket("website", { /* … */ });
4
5 const rng = new random.RandomInteger ("word-id", {
6   min: 0, max: words.length
7 });
8
9 rng.result.apply((id) => {
10   new s3.BucketObject("index", {
11   bucket: bucket, /* … */
12     content: /* … */ + words[id].toLowerCase()
13   });
14 });
15 
16 export const url = bucket.websiteEndpoint; Resource Mock

OraclesOraclesOracles

Generator
CI

CO
CO

CI

CI

CI Input Configuration
CO Output Configuration

Inline Specs.



Test Runner Core Plugins

ACT for TypeScript: 
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@proti-iac/pulumi-
packages-schema

@proti-iac/test-runner

@proti-iac/runner

@proti-iac/reporter @proti-iac/core Provider Package 
Schemas

@proti-iac/spec



Evaluation

1. Can ProTI find bugs reliably?

2. Can ProTI be run on real-world code?

3. Is ProTI fast enough?

4. Can existing testing tools be integrated?
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🔲

🔲

🔲

🔲
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1. Can ProTI find bugs reliably?

1. Can ProTI find bugs reliably?

2. Can ProTI be run on real-world code?

3. Is ProTI fast enough?

4. Can existing testing tools be integrated?
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🔲

🔲

🔲

🔲

Compared on variants of the random word website
ProTI find bugs reliably, even in edge cases



Evaluation
2. Can ProTI be run on real-world code?

1. Can ProTI find bugs reliably?

2. Can ProTI be run on real-world code?

3. Is ProTI fast enough?

4. Can existing testing tools be integrated?
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✅

🔲

🔲

🔲

Ran ProTI on 
6081 Pulumi 
TypeScript 
projects from 
GitHub 



Evaluation
3. Is ProTI fast enough?

1. Can ProTI find bugs reliably?

2. Can ProTI be run on real-world code?

3. Is ProTI fast enough?

4. Can existing testing tools be integrated?
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✅

✅

🔲

🔲

Single test is typically 100s of ms
Increases linearly with number of resources (not type)



Evaluation
4. Can existing testing tools be integrated?

1. Can ProTI find bugs reliably?

2. Can ProTI be run on real-world code?

3. Is ProTI fast enough?

4. Can existing testing tools be integrated?
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✅

✅

✅

🔲

Demonstrated ProTI plugins using
• Radamsa fuzzer
• Daikon invariant detector



Evaluation

1. Can ProTI find bugs reliably?

2. Can ProTI be run on real-world code?

3. Is ProTI fast enough?

4. Can existing testing tools be integrated?
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✅

✅

✅

✅



Decentralized Coordination for
Reliable IaC Programs in Decentralized Organizations

Organizations need decentralized 
deployment coordination.

enables it through
strong interfaces and 
decoupled operations.

Beyond dependency availability: 
version consistency of workflows.
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DALL·E 2023-12-10 14.15.44 - An image of a hiker, with a purple jacket and backpack, arriving at a cozy mountain cabin at 
sunset. The hiker is standing at the entrance of the home, which is nestled at the edge of a lush green forest with 
mountains in the background. The cabin is made of wood with smoke gently rising from the chimney. The sky is ablaze with 
the warm hues of the setting sun, and the surrounding scenery is peaceful, with hints of wildflowers near the path leading to 
the cabin.
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Decentralized Coordination and Automated Testing for
Reliable IaC Programs in Decentralized Organizations

Organizations need decentralized 
deployment coordination.

enables it through
strong interfaces and 
decoupled operations.

Beyond dependency availability: 
version consistency of workflows.

IaC program developers don’t test 
because it is either slow or much 
development effort.

ACT automates mocking with test 
generator and oracle plugins.

implements ACT for 
Pulumi TypeScript.
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Daniel Sokolowski
https://dsoko.de
Soko2D

dsoko

https://mjuz.rocks

https://proti-iac.github.io

https://programming-group.com


